Privacy policy for the KUWII website
Status: 01.10.2025
l. General information

We take the protection of personal data very seriously. We treat personal data confidentially and in
accordance with the statutory data protection regulations and on the basis of this privacy policy. The
legal basis can be found in particular in the General Data Protection Regulation (GDPR) and additionally
in the Federal Data Protection Act (BDSG).

When you use this website, various personal data are processed depending on the type and scope of
use. Personal data is information relating to an identified or identifiable natural person (hereinafter "data
subject"); an identifiable natural person is one who can be identified, directly or indirectly (e.g. by refer-
ence to an online identifier). This includes information such as name, address, telephone number and
date of birth.

In principle, you are not obliged to provide us with your personal data. However, if you do not do so, we
will not be able to make our website available to you without restriction or answer your inquiries. Per-
sonal data that we do not necessarily require for the above-mentioned processing purposes is marked
accordingly as voluntary information.

This privacy policy informs you in accordance with Art. 12 et seq. GDPR about how we handle your
personal data when you use our website. In particular, it explains what data we collect, how we do this
and what we need the data for.

This privacy policy expressly refers to the data processing processes when visiting our website at
https://kuwii.ai/.

Il. Controller

The controller is the natural or legal person who alone or jointly with others determines the purposes
and means of the processing of personal data (e.g. name, email address, etc.). The controller within the
meaning of the GDPR and the applicable national data protection laws (in particular the BDSG) and
other data protection regulations is

Al Applications GmbH

Am Risterbaum 2

55218 Ingelheim am Rhein
Phone: 06132 7135433

E-Mail: kuwii@ai-apps-gmbh.com

lll. Data Protection Officer
We have appointed the following data protection officer for our company:

Dr. Peter Jager

Am Rusterbaum 2

55218 Ingelheim am Rhein
Phone: 06132 7135433

E-Mail: kuwii@ai-apps-gmbh.com



IV. Data Collection on our Website
1. Accessing and Visiting our Website (Server Log Files)

For the purpose of the technical provision of the website, it is necessary for us to process certain infor-
mation automatically transmitted by your browser. This information is collected each time you visit our
website and stored in so-called server log files. These are

o Browser type and browser version

Operating system used

Website from which the access is made (so-called referrer URL)

Host name of the accessing computer

Date and time of access

o |P address of the requesting computer

This data is neither merged with other data sources, nor is it analyzed for marketing purposes.

If you visit our website to find out about our range of products and services or to use them, the legal
basis for the temporary storage and processing of access data is Art. 6 para. 1 sentence 1 lit. b GDPR,
which permits the processing of data for the performance of a contract or for the implementation of pre-
contractual measures. In addition, Art. 6 para. 1 sentence 1 lit. f GDPR serves as the legal basis. Our
legitimate interest here is to be able to provide you with a technically functioning and user-friendly web-
site and to ensure the security of our systems.

2. Cookies

We use so-called "cookies" on our website. Cookies do not damage your computer and do not contain
viruses. Cookies are used to make our website more user-friendly, effective and secure and to enable
the provision of certain functions. Cookies are small text files that are stored on your computer and
saved by your browser. A cookie contains a characteristic string of characters that enables your browser
to be uniquely identified when you return to the website.

Some of the cookies we use on our website are from third parties that help us analyze the impact of our
website content and the interests of our visitors, measure the performance of our website or place tar-
geted advertising and other content on our or other websites.

Cookie-based data processing is carried out primarily on the basis of your consent in accordance with
Art. 6 para. 1 sentence 1 lit. a GDPR. In addition, Art. 6 para. 1 sentence 1 lit. f GDPR serves as the
legal basis. Our legitimate interest here is to be able to provide you with a technically functioning and
user-friendly website and to ensure the security of our systems.

3. Browser Storage

KUWII saves a copy of the data you enter in the local memory of the browser on the user's device (this
is technically the so-called IndexedDB, see https://developer.mozilla.org/enUS/docs/Web/API/In-
dexedDB_API). Changes to the data are only ever made in this copy and are only replicated to the cloud
afterwards (provided the device is online). The data stored in the local memory is encrypted.

4. Registration

(1) General Information

You can register on our website in order to use additional functions on the site. We will only use the data
you enter for the purpose of using the respective offer or service for which you have registered. The
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mandatory information requested during registration must be provided in full. Otherwise we will refuse
your registration.

In the event of important changes, for example to the scope of the offer or technically necessary
changes, we will use the e-mail address provided during registration to inform you in this way.

The processing of the data entered during registration is based on your consent (Art. 6 para. 1 lit. a
GDPR).

(2) Registration with Google Identity Toolkit API

Instead of registering directly with us, you can register and log in via the Google Identity Toolkit API.
The provider responsible for this service under data protection law is

Google Ireland Limited
Gordon House, Barrow Street
Dublin 4, IRELAND.

If you decide to register with Google Identity Toolkit API and click on the "Login with Google" / "Connect
with Google" button, you will be automatically redirected to the Google platform. There you can log in
with your user data. This will link your Google profile to our website or our services. This link gives us
access to your data stored with Google and we create your account based on this data. These are
primarily:

Name

Profile picture

Telephone number (if user has stored this in the external service)
Stored e-mail address

Status of e-mail verification (verified yes or no)

Further information can be found in the Google Privacy Policy at: https://firebase.google.com/sup-
port/privacy?hl=de.

(3) Registration with Microsoft Identity Platform

Instead of registering directly with us, you can register and log in via the Microsoft Identity Platform. The
provider responsible for this service under data protection law is

Microsoft Central and Eastern Europe Headquarters
Konrad-Zuse-Str. 1

85716 Unterschleiltheim

GERMANY.

If you decide to register with Microsoft and click on the "Login with Microsoft" / "Connect with Microsoft"
button, you will be automatically redirected to the Microsoft platform. There you can log in with your user
data. This will link your Microsoft profile with our website or our services. This link gives us access to
your data stored with Microsoft. These are primarily:

Name

Profile picture

Telephone number (if user has stored this in the external service)
Stored e-mail address

Status of e-mail verification (verified yes or no)

Further information can be found in Microsoft's privacy policy at: https://privacy.microsoft.com/de-de/pri-
vacystatement.
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(4) Registration with Github Auth Provider

Instead of registering directly with us, you can register and log in via the Github Auth Provider. The
provider responsible for this service under data protection law is

GitHub B.V.

Prins Bernhardplein 200
1097JB Amsterdam
NETHERLANDS.

If you decide to register with Github and click on the "Login with Github" / "Connect with Github" button,
you will be automatically redirected to the Github platform. There you can log in with your user data.
This will link your Github profile with our website or our services. This link gives us access to your data
stored on Github. These are above all:

Name

Profile picture

Telephone number (if user has stored this in the external service)
Stored e-mail address

Status of e-mail verification (verified yes or no)

Further information can be found in the Github privacy policy at: https://docs.github.com/de/site-pol-
icy/privacy-policies/github-privacy-statement.

5. Plugins used by the Website
(1) Firebase App Check and reCAPTCHA Enterprise

We use Firebase App Check to protect our APIs. It checks the authorization of clients that want to access
the backend resources of our application. It specifically checks whether it is an authentic app and an
authentic device. During the authenticity check, app and device data is sent to the App Check server,
which then performs the check.

To use Firebase App Check for web apps, we also use reCAPTCHA enterprise. This enables us to
distinguish human access from automated access. This serves to protect our website from external
attacks.

The provider responsible for both services under data protection law is

Google Ireland Limited
Gordon House, Barrow Street
Dublin 4, IRELAND.

The legal basis for the use of reCAPTCHA on our website is Art. 6 para. 1 lit. f GDPR, as we have a
legitimate interest in protecting our online offers from abusive automated spying and from "spam".

Further information can be found in the Google Privacy Policy at: https://firebase.google.com/sup-
port/privacy?hl=de.

(2) Firebase Authentication

We use Firebase Authentication on our website to automatically recognize the user and thus offer the
same personalized experience on all platforms based on the cloud. User data is securely synchronized
using the cloud.

The provider responsible for this service under data protection law is



Google Ireland Limited
Gordon House, Barrow Street
Dublin 4, IRELAND.

The legal basis for the use of Firebase Authentication on our website is Art. 6 para. 1 lit. f GDPR, as we
have a legitimate interest in providing our customers with a personalized user experience.

Further information can be found in the Google Privacy Policy at: https://firebase.google.com/sup-
port/privacy?hl=de.

(3) Firebase Hosting

Our website is hosted via Firebase Hosting. This plugin is therefore also used for communication be-
tween you and our website. Hosting enables us to work on the website quickly and easily.

The provider responsible for these services under data protection law is

Google Ireland Limited
Gordon House, Barrow Street
Dublin 4, IRELAND.

The legal basis for the use of the aforementioned cloud services on our website is Art. 6 para. 1 lit. f
GDPR, as we have a legitimate interest in providing our services via the website as securely and
smoothly as possible.

Further information can be found in the Google Privacy Policy at: https://firebase.google.com/sup-
port/privacy?hl=de.

(4) Google Web Fonts

We use so-called web fonts for the uniform display of fonts. The provider responsible for this service
under data protection law is

Google Ireland Limited
Gordon House, Barrow Street
Dublin 4, IRELAND.

When you call up a page, your browser loads the required web fonts into your browser cache in order
to display texts and fonts correctly. For this purpose, the browser you are using must connect to Google's
servers. This informs Google that our website has been accessed via your IP address.

Further information can be found in the Google privacy policy at: https://policies.google.com/privacy.

The legal basis for the use of Google Web Fonts on our website is Art. 6 para. 1 lit. f GDPR, as we have
a legitimate interest in a uniform and appealing presentation of our online offers.

If your browser does not support web fonts, a standard font will be used by your computer.
(5) YouTube

We use plugins of the social media service "YouTube" of the provider responsible according to data
protection law

Google Ireland Limited
Gordon House, Barrow Street



Dublin 4, IRELAND.
You will find videos in various places on our website that you can watch using YouTube.

When you click on the play button of a video, a direct connection is established between your browser
and the Google server via the plugin. Google thereby receives the information that you have visited our
website with your IP address. If you are logged into your YouTube user account at the same time, you
enable Google to assign your surfing behavior directly to your personal profile. If you do not wish this to
happen, please log out of your YouTube user account before visiting our website.

Further information can be found in the Google privacy policy at: https://policies.google.com/privacy.

Under no circumstances do we receive knowledge of the content of any data transmitted to Google or
its use by Google.

6. Plugins used by the Website only after log-in

In addition to the plugins listed in section 5, KUWII uses the following services after registering a user
account or logging in with a user account.

(1) OpenAl API

On our website and for our web apps, we use the OpenAl API, an Al assistant that provides support in
the processing and creation of information. Your input is passed on to OpenAl.

The provider responsible for this service under data protection law is

OpenAl Ireland Ltd.

18t Floor, The Liffey Trust Centre
117-126 Sheriff Street Upper
Dublin 1

D01 YC43, IRELAND.

We have signed a data processing agreement with Stripe in accordance with Art. 28 para. 3 GDPR. You
can view the agreement at https://openai.com/policies/data-processing-addendum/.

Further information can be found in the OpenAl privacy policy at: https://openai.com/policies/eu-privacy-
policy.

(2) Cloud Storage, Cloud Storage for Firebase and Cloud Firestore
We use Google's Cloud Storage and Cloud Storage for Firebase services to store and provide data and
user-specific content on all your devices. This is a cloud-based storage of data on external servers that

are managed by Google.

Cloud Firestore also offers the option of synchronizing data for development via a cloud-based data-
base. This simplifies the development of our services.

The provider responsible for these services under data protection law is

Google Ireland Limited
Gordon House, Barrow Street
Dublin 4, IRELAND.


https://openai.com/policies/data-processing-addendum/

The legal basis for the use of the aforementioned cloud services on our website is Art. 6 para. 1 lit. f
GDPR, as we have a legitimate interest in storing the data required to provide our services as securely
and effectively as possible.

Further information can be found in the Google Privacy Policy at: https://firebase.google.com/sup-
port/privacy?hl=de.

(3) Cloud Run and API Gateway

In order to be able to respond quickly to scaling requests from our web apps on this website and to a
large number of accesses, we work with so-called "serverless computing”. Cloud Run is used on our
website for this purpose. Cloud Run also enables a more effective design and programming of our web-
site.

In addition, the website uses the Google APl Gateway. This enables us to monitor, authorize and protect
API calls. For this purpose, the data about the API accesses is forwarded.

The provider responsible for these services under data protection law is

Google Ireland Limited
Gordon House, Barrow Street
Dublin 4, IRELAND.

The legal basis for the use of the aforementioned cloud services on our website is Art. 6 para. 1 lit. f
GDPR, as we have a legitimate interest in providing our services via the website as securely and
smoothly as possible.

Further information can be found in the Google Privacy Policy at: https://firebase.google.com/sup-
port/privacy?hl=de.

(4) Google Programmable Search Engine

Our website uses the Programmable Search Engine to enable an efficient web search on our website.
The search and the necessary data exchange of your search queries is only available after logging in.

The provider responsible for this service under data protection law is

Google Ireland Limited
Gordon House, Barrow Street
Dublin 4, IRELAND.

The legal basis for the use of the programmable search engine on our website is Art. 6 para. 1 lit. f
GDPR, as we have a legitimate interest in offering the search function, which is helpful when using our
services via the website, in the most efficient and user-friendly way possible.

Further information can be found in the Google Privacy Policy at: https://firebase.google.com/sup-
port/privacy?hl=de.

(5) MediaWiki Action API

The MediaWiki Action APl is used on our website to access Wikipedia articles from the English Wikipe-
dia page and make them available to you as part of our applications. Your requests regarding the articles
to be retrieved are forwarded to the Wikimedia Foundation.

The provider responsible for this service under data protection law is



Bird & Bird GDPR Representative Ireland
29 Earlsfort Terrace

Dublin 2

D02 AY28, IRELAND.

The legal basis for the use of the Programmable Search Engine on our website is Art. 6 para. 1 lit. f
GDPR, as we have a legitimate interest in providing our customers with further helpful information for
their work with our services and thus improving the user experience at the same time.

Further information can be found in the Wikimedia Foundation's privacy policy at: https://foundation.wiki-
media.org/wiki/Policy:Privacy_policy/de.

7. Analytics Tools and Advertising
Google Search Console

We use the Google Search Console to improve our visibility on the Internet and in Google searches.
This enables us to analyze search queries on Google that ultimately lead to our website. Your data is
therefore evaluated and processed for the analysis when you use Google Search.

The provider responsible for this tool under data protection law is

Google Ireland Limited
Gordon House, Barrow Street
Dublin 4, IRELAND.

The legal basis for the use of Google Analytics on our website is Art. 6 para. 1 lit. f GDPR, as we have
a legitimate interest in the optimization and personalization of our online offers, including advertising for
other products.

Further information can be found in the Google privacy policy at: https://policies.google.com/privacy.

8. Payment
(1) General information

If you conclude a paid subscription with us, we require certain data from you for payment processing.
The legal basis for data processing in this respect is Art. 6 para. 1 lit. b GDPR (processing for the fulfil-
ment of a contract) for the execution of the subscription contract.

Payment processing takes place exclusively via an encrypted SSL or TLS connection. You can recog-
nise an encrypted connection by the fact that the address line of the browser does not display ‘http://’
but ‘https://’ and by the lock symbol in your browser line. With encrypted communication, the payment
data you transmit to us cannot be read by third parties.

(2) Stripe

We use the service “stripe” for payment processing. The provider responsible for this service under
data protection law is

Stripe Payments Europe, Limited
1 Grand Canal Street Lower
Grand Canal Dock


https://policies.google.com/privacy

Dublin
D02 H210, IRELAND.

Stripe Payments Europe, Limited (hereinafter: Stripe) receives personal and payment-related data
from you that is required to process the transaction. These are including but not limited to

e First name and surname
e-mail address

billing address

payment information

Stripe may also collect technical data (e.g. IP address) to fully provide its own services. It is necessary
for Stripe to set cookies to ensure the services and to detect fraud. You can find Stripe's cookie policy
at https://stripe.com/de/legal/cookies-policy.

Stripe offers you several payment options. The data protection provisions of the respective card pay-
ment services apply.

Payment can be made via

. Visa

. Mastercard

. American Express
. Discover

o Diners Club

o JCB

. China UnionPay
o Stripe Link

) MobilePay

. Revolut Pay

o BLIK

. Bancontact

. EPS

. iDEAL

. Przelewy24

. TWINT

° Klarna

To do this, Stripe passes your data to the card payment system or your credit card organisation. This
may be located outside the EU or EEA. This is necessary to authorise and process your payment. We
are not responsible under data protection law for the transfer of data to the relevant card payment ser-
vices or card payment system. We have signed a data processing agreement with Stripe in accord-
ance with Art. 28 para. 3 GDPR. You can view the agreement at https://stripe.com/de/legal/dpa.

It cannot be ruled out that Stripe may also transfer personal information to affiliated companies outside
the EU or the EEA (e.g. to Stripe, Inc. in the USA). Stripe, Inc. is certified according to the Data Pri-
vacy Framework. Stripe fulfils the requirements of the EU Standard Contractual Clauses approved by
the European Commission and the Additional Protocol on International Data Transfers issued by the
UK Information Commissioner's Office.

Further information can be found in Stripe's privacy policy at https://stripe.com/de/privacy.

V. Data transfer to Third Countries


https://stripe.com/de/legal/cookies-policy
https://stripe.com/de/privacy

We usually process your personal data in a member state of the European Union or another state party
to the Agreement on the European Economic Area (Decision 94/1/EC). If data is transferred to service
providers based outside the EU or the EEA, there is an adequacy decision for the countries concerned
(currently: USA) in accordance with Art. 45 GDPR, which guarantees a level of data protection corre-
sponding to the requirements of the GDPR and allows data to be transferred without special authoriza-
tion.

VI. Duration of Data Storage

We only process and store your personal data for the period for which the respective purpose of use
requires corresponding storage. This may also include the periods for the initiation of a contract and the
execution of a contract. If you have given us your consent for specific data processing, we will store the
relevant data for as long as the consent continues to exist.

If the purpose of use has ceased or you have withdrawn your consent, we will delete your personal data
immediately, unless statutory retention periods require us to store it for a longer period.

VII. Your Rights as a Data Subject

As a data subject (Art. 4 Nr. 1 GDPR) you are entitled to the following rights with regard to your personal
data under the legal requirements:

1. Right to Information

In accordance with Art. 15 GDPR, you are entitled to request confirmation from us at any time as to
whether we are processing personal data concerning you. If this is the case, you are also entitled under
Art. 15 GDPR to receive information about this personal data and certain other information (including
processing purposes, categories of personal data, categories of recipients, planned storage period, the
origin of the data, the use of automated decision-making and, in the case of third country transfers, the
appropriate guarantees) and a copy of your data. The restrictions of § 34 BDSG apply.

2. Right to Rectification

In accordance with Art. 16 GDPR, you are entitled to demand that we correct the personal data stored
about you if it is inaccurate or incorrect.

3. Right to Erasure

You are entitled, under the conditions of Art. 17 GDPR, to demand that we delete personal data con-
cerning you immediately. The right to erasure does not exist, among other things, if the processing of
personal data is necessary, e.g. to fulfill a legal obligation (e.g. statutory retention obligations) or to
assert, exercise or defend legal claims. In addition, the restrictions of § 35 BDSG apply.

4. Right to Restriction of Processing

You are entitled to demand that we restrict the processing of your personal data under the conditions of
Art. 18 GDPR.

5. Right to Data Portability

Under the conditions of Art. 20 GDPR, you are entitled to demand that we provide you with the personal
data concerning you that you have provided to us in a structured, commonly used and machine-readable
format.
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6. Right of Revocation for Consents Granted

You can withdraw your consent to the processing of personal data at any time. Please note that the
revocation is only effective for the future. Processing that took place before the revocation is not affected.

An informal notification, e.g. by e-mail to kuwii@ai-apps-gmbh.com, is sufficient to declare the revoca-
tion.

7. Right to object to Data Processing based on legitimate Interest

Under the conditions of Art. 21 GDPR, you are entitled to object at any time to the processing of your
data on the basis of Art. 6 para. 1 sentence 1 lit. f GDPR (data processing on the basis of a balancing
of interests) if there are reasons for this arising from your particular situation.

If you object, we will no longer process your personal data unless we can demonstrate compelling legit-
imate grounds for the processing which override your interests, rights and freedoms, or the processing
serves the establishment, exercise or defense of legal claims.

An informal notification, e.g. by e-mail to kuwii@ai-apps-gmbh.com, is sufficient for the revocation.

8. Right to lodge a Complaint with a Supervisory Authority

Under the conditions of Art. 77 GDPR, you have the right to lodge a complaint with a competent super-
visory authority. In particular, you can lodge a complaint with the supervisory authority responsible for
us, the State Commissioner for Data Protection and Freedom of Information Rheinland-Pfalz, Tel.
06131/8920-0, e-mail: poststelle@datenschutz.rip.de.

9. Other Concerns

For further data protection questions and concerns, please contact our data protection officer. Corre-

sponding inquiries and the exercise of your aforementioned rights should be sent by email to kuwii@ai-
apps-gmbh.com if possible.
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